At which IPv6 stage are you?




Scared

The address IS too
long!

»2 All my IP addresses
are traceable!



It's a conspiriacy there
IS no IPv4 shortage!

As long as | get an
IPv4 address | don't

care!

Nobody Is using It
anyway!




new acronyms.
SLAAC, DAD, RA,
ND ...

Confused PULEEREIERRIEY)Y
iy 4
‘'R

Why can't | reach IPv6
websites over |IPv4?

Why are multiple IPv6
address assigned to
Interfaces?




My home network IS
running on IPV6.

| know what SLAAC,
RD and ND are.

| can classify IPv6
addresses.

| can configure an
IPVv6 firewall.




Th
e address is too long!
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All my IP addresses are traceable!




IE's a conspiriacy there's no IPv4 shortage!

HURRICANE ELECTRIC

INTERNET SERVICES

IPv4 & |IPv6
Statistics

Hurricane Electric's |IPv4

AfriNIC 43 805 831

= B exhaustion counter

LACNIC 3270111

RIPEVEAE[;.SIT:E.IEi'I"I ShOWS a blg ye”OW Zero.

18% (3,406/49 925)
v6 Ready TLDs
96% (B01/831)

And RIRs are running
towards 0 as well.

Source: http://ipv6.he.net



Nobody is using it anyvvay'

Per-Country IPv6 adoption

Switzerland ‘“"‘E'E'%'

IPve Adoption: 9.61%
Latency / impact: Oms /0.01% T"h

Source: http://www.google.com/intl/en/ipv6/statistics.html



Nobody is using it anyway!

World Wide Users

= Native 4.67% = GtodTeredo 0.01% | February 24, Z015

5%

Source: http://www.google.com/intl/en/ipv6/statistics.html



As long as | get my IPv4 address | don't care!

METANET
IPv6 Status

Umstellungsphase

Alle Kunden erhalten die gleiche Anzahl IPv6-Adressen gemass
Zuteilung im IPv4-Adressraum, um die Dual-Stack-Implementation
(Parallelbetrieb) sicherstellen zu kdnnen. Die Zuweisung erfolgt ohne
zusatzlichen Kosten. Bestehende Kunden kénnen die Zuteilung via
Support System jederzeit anfragen.

Diese Phase dauert an bis die METANET IPv4-Allokation
ausgeschopft ist.

Post-Transitionsphase

Neue Systeme erhalten ab diesem Zeitpunkt nur noch IPv6-
Adressen. Dies wird voraussichtlich nicht vor 2016 der Fall sein.

Source: https://www.metanet.ch/support/online-hilfe-fag/question?questionid=371



There are so many new acronymes.

SLAAC StateLess Address AutoConfiguration.

DAD

ND

RA

Unlike DHCP in IPv4 the host portion of the IPv6
address is independently determined by the host itself.

Duplicate Address Detection

Ensures there is no other Host on the same broadcast
domain.

Neighbor Discovery Protocol
Used for getting information about the network
neighborhood, somwhat similar to ARP.

Router Advertisement

Part of the NDP. Sent by a router to annouce a gateway
to into the subnet.



Why can't | reach IPv6 websites over |IPv4?




urs@teefix:~$S ip -6 addr show dev eth®

E )

2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 glen 1009
inet6 2001:8e0:2003:b200:c0d7:1cd4e:f566:cfbb/64 scope global \

temporary dynamic
valid 1ft 86395sec preferred lft 14395sec

A\

inet6 2001:8e0:2003:b200:b9a9:1fd99:2034:3634/64 scope|global \

temporary deprecated dynamic
valid _1ft 86395sec preferred_lft Osec

inet6 2001:8e0:2003:b200:216:17ff:fe32:ed96/64

dynamic
157 valid _Lft 86395sec preferred_lft 14395sec
inet6 fe80::216:17ff:fe32:ed96/64 scope link
valid _lft forever preferred 1ft forever

A
Fr-64 LINKLOCAL pepRecATED PF

/\

scope/global \

ACT

Ve PE



IPv4 only lamers!







IPv4 only lamers!

@ Sunrise
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HURRICANE ELECTRIC
INTERNET SERVICES
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HURRICANE ELECTRIC
INTERNET SERVICES
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-
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Fun with IPv6 addresses!

IPv4 is 32bit

gt
4294967 296

\ g

1111111 11111111 11111111 11111111

\ ¢
255 . 255 . 255 . 255



IPv6 is 128bit

340282 366 920 938\
463 463 374 607 431\
768 211 456



e 1111 4111 4111 4111 4111 4111 41141 411~
032:

e 1111 4 111 4 111 4 111 411914 41119 41114 14117
064:
096.////////////zzzzzzzzzzzzzzzzzzzz
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128.////////////zzzzzzzzzzzzzzzz
[ ]

255,

255

FEEF-FRFE:FFFF:FEFF:FREF-FFFE:FEFF:FRF




2001:0db8:0000:0000:0000:0001:0002:0003

2001:db8:0:0:0:1:2:3

2001:adb8::1:2:3



Fun with IPv6 addresses!

SPE4K

Elite =1337
Newbie = n00b




Translation table

9z et 08712
1 1




facebook

Face:b00cC
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ba:1a ba: 13



1ad:9393



Eidgenossische Zollverwaltung EZV

2011:57:7011



ea/ 1e55















ba:Face






4-be57:1dea



50:50:1a:1a



{i

bala

bala



No IP Address or Network Equipment was
harmed in the making of this presentation
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